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Keering A WatcHruL EyE On Wes. 2.0

Businesses must guard against employees spreading confidential information

By CHARLES L. HOWARD and
CHRISTOPHER R. DRURY

Even as many businesses struggle to adapt
their technology and personnel policies
to deal with the improper use of e-mail and
its potential for unauthorized disclosure of
confidential and proprietary information,
technology has created new Web 2.0 ap-
plications that generate additional risks of
unauthorized disclosure.

Today, Web 2.0 encompasses online so-
cial networking sites such as Facebook and
MySpace, web-based applications such as
Google docs, video-sharing sites like You-
Tube, wikis, blogs, and micro-blogging
services like Twitter. The defining char-
acteristic of Web 2.0 applications is that
they permit users to interact with other
users to create content, as opposed to pas-
sively viewing information that is simply
presented to them. Since much of the in-
formation is transmitted on third-party
servers and through the Internet, just the
process of finding out who may be doing
what is daunting.

Yet, it is precisely these seamless features
that make Web 2.0 applications particular-
ly problematic to businesses. Not only are
employees spending an incredible amount
of time on these sites, both for business
purposes and personal reasons, but they
do so with a casualness of communication
that creates a greater risk of disclosure of
sensitive workplace information. And to
further complicate matters, discovering
what employees may be doing and saying
presents its own set of challenges.

Why Businesses Care
The short answer is two-fold: people are
spending an incredible amount of time tex-

ting and accessing social networks
during work time, and they often
reveal information they should not
be disclosing about their employers
or workplaces.

A study by Nielsen Online re-
ported that the time spent by us-
ers of social networking sites such
as Facebook, Twitter, and MySpace
increased from almost 9 billion to-
tal minutes in 2008 to more than 19
billion minutes in 2009. Accord-
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ing to another report by Nucleus
Research, nearly half of all online workers
use Facebook at the office and one in every
33 employees has built their entire profile
during work hours. The financial impact to
businesses resulting from loss of employee
productivity is clear.

Organizations are also at risk with re-
spect to the disclosure of confidential infor-
mation through inadvertent or intentional
dissemination and sharing by their employ-
ees. A June 2009 survey commissioned by
Proofpoint, an Internet security and data
loss prevention company, revealed that 34
percent of the participating organizations
had suffered a loss of sensitive data, 18 per-
cent had investigated data loss via a social
networking site or other Web 2.0 applica-
tion, and 38 percent had begun monitoring
outbound e-mails to prevent data leaks, up
from 29 percent in 2008.

People often post messages without se-
riously considering the nature and impact
of what they are sharing. Depending on

the information being shared, the risks to
businesses can be severe. For example, a
spur-of-the-moment update of a profile
by an employee who expresses frustration
because he has to spend the weekend final-
izing the details of an acquisition involving
his company could have serious repercus-
sions for both the employee and the com-
pany. Similarly, what may otherwise seem a
casual comment could, in fact, result in the
disclosure of sensitive information. An em-
ployee might, for example, post a comment
in a discussion with her friends about the
difficulty she has encountered in testing a
product for her company or the inattentive-
ness of a supervisor. Once that information
is posted, it may be shared with others and
could ultimately be the key piece of infor-
mation in a products liability lawsuit.

Straightforward Steps
Left unsecured and unmanaged, wide-
spread use of Web 2.0 applications and
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social networking sites creates the poten-
tial for both loss of productivity, as well as
the loss of confidential information. At the
very least, businesses should consider tak-
ing three straightforward steps.

The first step is to learn about the new
technologies and determine the extent to
which employees are accessing social net-
working sites and using social media while
at work, for what purpose (business or
personal), and what may be an appropri-
ate workplace response.

The question is not whether employ-
ees are going to use social media, because
nothing is really going to halt the Web
2.0 trends identified above. Rather, the
question is whether the employer should
limit access to business purposes only or
prohibit access to the sites during work
hours on business owned equipment. The
answer to that question raises both techni-
cal and policy implications. While moti-
vated employees who are technically savvy
will likely find a way to bypass any such
restrictions and obtain access to the sites,
there are ways that access can be routinely
blocked or monitored.

In addition, appropriate policies can
clearly articulate what activities are permit-
ted or prohibited and serve to place employ-
ees on notice that they have no expectation
of privacy in messages sent through their
employers’ equipment or system. Once a

policy has been developed, of course, it is
worse than useless unless compliance is
monitored and enforced. Businesses should
make employees aware that their actions
are subject to monitoring and that failure
to adhere to company policy could result in
disciplinary action and/or dismissal. Nev-
ertheless, before an organization begins to
monitor its employees’ activities, it should
consult with counsel to ensure that it does
so in such a way that does not violate any
privacy or employment laws.

The second step is employee education.
Businesses need to explain to their employ-
ees how the use of social media and other
Web 2.0 technologies — whether at work
or outside of work - can have a workplace
impact if they disclose confidential or sen-
sitive information, or if the information
they post online reflects negatively on their
employer. This may come as a surprise to
the younger generation of users, but they
should be reminded that any information
disclosed likely would be considered public
information, even if it is only being shared
with a few friends, because once the infor-
mation is posted, there is no control over
where and how the information is shared
from that point forward.

And finally, businesses should consider
developing procedures for capturing in-
formation used by the Web 2.0 applica-
tions. Many employers already use social

networking sites in screening applicants for
employment. They should consider obtain-
ing discovery from third party providers of
social networking services if the issues in
a case — such as claims of harassment and
discrimination or theft of trade secrets —
suggest that key individuals may have been
active on social networking sites.

This is particularly important since, un-
like e-mail, information on social network-
ing sites is under the control of third parties,
which creates greater challenges in terms of
obtaining and preserving relevant informa-
tion. Although there have been few cases
in which evidence issues relating to social
networking sites have had to be resolved, it
is only a matter of time before more of these
issues are raised. Indeed, a federal court in
Connecticut recently ruled in favor of full
disclosure of information obtained from a
social networking site in an action involv-
ing a student dispute with a prep school.

Buckle up and prepare for the challenges
of Web 2.0 because they are surely coming.
The failure to keep up with the spread of
social networks and Web 2.0 applications
can lead to the loss of employee productiv-
ity and possibly valuable business informa-
tion. Now is the time to identify the holes
and start plugging the leaks. |



